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Introduction

Microsoft first introduced a cloud offering focused on business customers with the Business Productivity
Online Suite (BPOS) in 2009, which consisted of Exchange 2007, SharePoint 2007, Office Communicator
2007 and Live Meeting 2007. In June 2011, Microsoft released the next iteration of its cloud offering for
customers: Microsoft Office 365. Office 365 has upgraded these products to Exchange 2010, SharePoint
2010, Office Web Apps, and Lync 2010. Microsoft also announced plans to add Windows Intune and
CRM Online. This is a compelling set of cloud-based applications, compared with industry competitors
such as Google.

Office 365 has two major offerings: ‘Standard’ (S) and ‘Dedicated’ (D). The Standard offering has two
major plans: the ‘P Plan’, targeted at ‘professionals and small businesses’, and ‘E Plan’ targeted at
‘midsize businesses and enterprise’. Shortly, a third plan will be added and will be called the education
plan.

The Dedicated offering is targeted at enterprises that wish to not be hosted on a multi-tenant
environment, and take advantage of more flexibility with deployments such as farm based solution
packages and support third-party vendor add-ons. Please note that Microsoft only offers the Dedicated
offering to customers with more than 20,000 users.

Perhaps the greatest threat to adoption of Office 365 is not competitors, but rather reluctance of
organizations to move data and applications from on-premise servers and clients to Microsoft’s cloud.

This white paper discusses technical strategies for leveraging this new service within your organization.
The goal of this white paper is to clarify strategies for incorporating Office 365 in your enterprise IT
portfolio and address the technical considerations for migrating to Office 365. When considering an
activation of SharePoint Online as part of your SharePoint strategy, the main architectural decisions
which need to be made should focus on the following areas:

e (Capabilities

e  Workloads

e Authentication

e Permissions

e Creation of a cohesive end user experience
e Information Architecture

e On-boarding and Off-boarding of data

e System Requirements

e Architectural Approaches



Over the next sections we will dive into all of these subjects.

Capabilities

SharePoint Online is a true multi-tenant system, and although it has been designed in this manner, not
all capabilities perform well in multi-tenancy environments. When creating a roadmap for a SharePoint
Online environment —or migrating an on-premise environment to online —the following limitations must
be kept in mind.

Functional Limitations

Microsoft decided to exclude certain functionality from SharePoint Online at the time of launch in June
2011. In short, the most important capabilities missing in SharePoint Online are:

e Business Data Connectivity Services
e FAST Search

e Advanced Search Configuration

e Record Center

e Word Automation Services

e Business Intelligence Center

e Performance Point Services

e Secure Store Service

o  Web Analytics

e Locally installing custom software
e Advanced public facing web sites

An exact list of all capabilities missing from the SharePoint online offering is listed in the current Service
Description. Over the upcoming service releases, scheduled every 90 days, Microsoft will begin
introduce some of the aforementioned features.

Storage Limitations

SharePoint Online is bound to specific limits in number of users (20,000) as well as storage. These limits
are also described in the Service Descriptions. Some of the highlights include:


http://www.microsoft.com/download/en/details.aspx?id=13602
http://www.microsoft.com/download/en/details.aspx?id=13602

e The maximum size of a SharePoint tenant is 5 terabytes (TB)
e A SharePoint Tennant can maximally hold 300 site collections (excl. My Sites)
e Each site collection has a storage quota of 100 gigabytes (GB)

Customization Limitations

In SharePoint 2010, a new customization option was released called sandboxed solutions. Sandboxed
solutions are the only form of custom coding supported by SharePoint Online. Sandboxed solutions are
very similar to the existing farm solutions (sometimes called full trust solutions), but with a few major
limitations:

o Deployment at site collection level — Sandboxed solutions can only be deployed at a site
collection level scope. In SharePoint Online, within Site Settings, there is a mechanism to upload
sandboxed solution packages to the Solution Gallery and activate them.

e Resources measured — Any managed code, within an assembly, referenced by artifacts deployed
in a sandboxed solution, are executed in a separate worker process to standard full trust
solution managed code. These worker processes are actually monitored for the resources they
consume via different categories (e.g. number of exceptions thrown and CPU cycles) and stored
in resource counters which are reset daily. If one of the resource counter categories for a
sandboxed solution reaches its daily quota, sandboxed solutions are disabled within that site
collection. This is a very important concept to understand as it does not just affect the offending
sandboxed solution. Unlike the on-premises version of SharePoint 2010, these quotas cannot be
changed.

e Limited Server Object Model — Security precautions as well as multi-tenant restrictions dictate
that the server object model available to managed code in sandboxed solutions is limited and
enforced by the fact it is running in a separate worker process. There are some signification
classes and methods that are not available and will subsequently limit the level of
customizations available on the server side.

A general pattern in the industry has already been to leverage client side code (ECMAScript) and the
client object model or Silverlight to bypass some of the limitations.

Workloads

Due to the limitations in capabilities, some workloads are suited better for SharePoint Online than other
workloads. Creating a Business Intelligence center or public facing website in SharePoint Online, for
instance, is limited to very specific functionality, this will be discussed below. Therefore, these
workloads would be better in an on-premise environment.



We’ll address the workloads according to the “SharePoint Pie” at the beginning of Page 6.

Composites Communities

SharePoint:

Insights

Search

Sites

Within the workload ‘sites’, intranet sites, team sites, extranet sites, and public facing websites are
covered.

Intranet Sites

When implementing SharePoint Online as an Intranet environment, all basic functionality is provided.
Users can communicate information about the organization and leverage publishing workflows that are
available to manage approval of content before it is visible to all business users. Most Intranet Sites,
however, also show specific information to a user that is derived from other systems like SQL Server
Databases and SAP environments. This functionality is in most cases provided via Business Connectivity
Services (BCS), which connects to line-of-business systems and the Secure Store (for setting permissions
and passing through authentication tokens). These two functions are currently unavailable, which
means the Intranet will have to do without user specific information from these services. If needed, a
Silverlight app could be created that retrieves information through web services. However, this is more
costly and time consuming than the build in BCS.



Team Sites

SharePoint Online is perfect for hosting Team Sites. Team Site functionality is largely the same in
comparison to a local SharePoint environment. Team Sites are used to enable groups of people to share
information and work together regarding a specific subject.

Public Facing Websites

The public facing websites offered by SharePoint Online are a very limited subset of the on-premise
equivalent. For example, users are restricted in what changes they can make to the site. According to
documentation, SharePoint Designer cannot be used to customize the site although this works in reality.
The public facing website functionality is perfect for smaller organizations that need simple web
presence, but in reality is not an option for most medium-to-large organizations.

Considerations

For organizations looking to utilize sites functionality using SharePoint Online, be sure to determine if
you can still meet the needs of your business with the following impairments in functionality (as related
to on-premises versions of SharePoint 2010):

e Vanity URLs

e User Permissions for External Users

e External users require a Windows Live ID to authenticate
e Limited changes possible in public facing web sites

e No line-of-business (LOB) data access with intranets

Communities

The workload ‘communities’ is used to describe MySite functionality, Blogs, Wikis, and content tagging.
All these functionalities are provided by SharePoint Online. In reality, most organizations will not use
SharePoint Online solely for this workload and will likely integrate it into another solution.

SharePoint Online is a perfect host for MySites. These MySites, however, do lack functionality in
comparison to MySites in a SharePoint 2010 on-premise environment. A SharePoint Online MySite, for
instance, cannot exceed 500 megabytes (MB), custom solutions are not supported, the site collection
root site template cannot be changed, administrators cannot manage the site collections though the
management option, and User Profile information cannot be enhanced with information from external
Data Sources apart from the information synchronized with Office 365 Directory Services.



Considerations

In summary, the aforementioned limitations are outlined below:

e Connections to MySites to SharePoint 2010 on-premise environment
e Size Limit (500 MB)

e  Customizability for MySites is limited

e User Profile Store cannot be connected to other data sources

Content

Many SharePoint environments are used to store vast amounts of documents. SharePoint’s search and
metadata features enhance the document experience, which can in turn tremendously enhance the end
user experience.

Because almost all ECM-related functionality of a SharePoint on-premise environment is available
online, a document management solution can easily be created in SharePoint Online. There are,
however, some limitations which should be considered such as storage limit per site collection and
maximum storage per tenant.

Next to technical limitations from a SharePoint Online perspective, one should also take latency, legal
requirements regarding specific documents, and storage costs into consideration. Because SharePoint
Online is accessed through the web, opening and closing many documents might result in a poor user
experience. Specific information within an organization could have legal considerations which should be
examined before putting it in an external system. SharePoint Online comes with 10 GB of storage per
tenant and 500 MB of shared storage per user. If more storage is needed, it can be purchased currently
for USDS$2.50 per GB, per month (this differs in each region). When dealing with large amounts of data,
this could grow costly.

Considerations

In summary, the aforementioned limitations are outlined below:

e Size limit of a site collection (100 GB), number of site collections (300) and maximum storage in
a tenant (5 TB).

e Record Center capabilities not offered

e Mail Enabled Document Libraries are not supported, impacting Scanners & Scanner software

e PDF documents cannot be opened in the browser



o Word Automation features not available
e Auditing does not capture which documents are opened and closed

Search

Creating a great search experience for end users is as important as creating an easy-to-understand site
structure. SharePoint Online supports searches across all online site collections, including My Sites and
User profile information. Creating a search experience which integrates a SharePoint Online and a
SharePoint on-premise deployment, however, is not supported. Indexing other content sources from
SharePoint Online is also unsupported because the Search Service Application in SharePoint Online has a
limited configurable feature set.

Organizations that want to provide a ‘federated’ search experience from other sources such as on-
premise SharePoint instances, file shares will not be able to. The solution is to use the on-premise farm
for search, and crawl content sources in that on-premise environment. It is not recommended to crawl
the Office 365 SharePoint 2010 site collections from on-premise environments without considering the
bandwidth considerations, as it could be costly and negatively impact end user traffic.

Considerations

In summary, the aforementioned limitations are outlined below:

e  FAST Search not supported

e Search configuration very limited

e Crawling content source every hour to refresh index

e Custom IFilters not supported (PDF is the only external IFilter supported)
e Indexing of multiple sources not supported

e Federated Search

e Search Integration with Windows 7

Insights

‘Insights’ is the workload in which all Business Intelligence features are described. SharePoint Online
doesn’t support the Business Intelligence Center, SharePoint PowerPivot, PerformancePoint Services
and integration with a reporting server.

There are still several options left for creating compelling Business Intelligence Solutions in SharePoint
Online. These options, however, are limited to creating data visualization solutions based on list



information, and Excel sheets, but also integrating and visualizing Visio drawings.

Considerations

In summary, the aforementioned limitations are outlined below:

e Business Intelligence Center, SharePoint PowerPivot, PerformancePoint Services and integration
with a reporting server not supported
e Access to LOB data not supported

Composites

One of the most powerful aspects of SharePoint is the ability for end users to create their own business
process solutions. These solutions can automate entire business processes or be implemented to
support specific tasks. SharePoint Online supports all end user customizability options that are
supported using the browser. For example, you can create custom lists, connect and enforce list
relationships with lookup columns, create pages and add web parts to them.

In addition, power users and business analysts can use SharePoint Designer to create mashup-like
business solutions. For example, SharePoint Online supports Data View Web Parts, customizing the XSLT
of list view web parts, customizing form pages (e.g. NewForm.aspx), and even creating custom
workflow.

The most powerful of solutions can be created by SharePoint developers. These solutions are built using
Visual Studio and uploaded in the SharePoint Online environment. SharePoint Online does not support
all custom solutions. Full-trust solutions are not supported. Only Sandboxed Solutions, or browser-
centric applications based on technologies such as Silverlight, jQuery and Client Object Model can be
used.

Considerations
In summary, the aforementioned limitations are outlined below:

e More sophisticated workflow systems, including K2, Nintex, and Global360, are not supported
e Integration with LOB data is not supported
e  Only Sandboxed Solutions are supported, fully trusted code is not
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Authentication

Microsoft offers three kinds of authentication mechanisms with SharePoint Online:

o  Microsoft Online IDs
e Single Sign On with AD credentials through ADFS
e  Microsoft Windows Live IDs for External Users

Microsoft Online IDs

Microsoft Online IDs are the simplest Authentication Mechanism for Office 365. Essentially, Microsoft
Online IDs are comparable with Windows Live IDs. Users are created online either by hand, through a
script, or via Directory Synchronization. A Microsoft Online specific user ID and password is required to
login. Because this User ID and Password is different from the local Active Directory users might get
confused.

Using Microsoft Online IDs in most cases speed up deployment of Office 365 because on-premises,
except for a Directory Synchronization Server, no implementation is necessary.

Single Sign On through ADFS

The best end user experience and best IT administrator control experience is created when Active
Directory Federation Services (ADFS) is used to grant users access to Office 365. Users can utilize their
active Windows Active Directory username and password to login to SharePoint Online. The other main
benefit is that Active Directory security groups can be used to grant users permissions within SharePoint
Online.

In order to use ADFS for authentication multiple ADFS servers need to be implemented in the on-
premises IT infrastructure. Also, the Active Directory needs to be synchronized with the Microsoft Online
Directory. These are two main options for implementing ADFS:

o ADFS servers behind the firewall: this only allows users to access SharePoint Online when on the
corporate network

e Implementing ADFS Federation Servers in the DMZ: this allows usage both internally and
externally.

Although usage of ADFS is a huge functionality enhancement, it needs to be implemented with care. If
Active Directory Servers are not available, users cannot sign into SharePoint Online / Office 365.
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External Users

When collaborating with external users, Microsoft provides a feature in SharePoint Online which allows
SharePoint Online administrators to invite these users from the SharePoint Online interface (from within
a specific Site Collection). External Users can then use a Windows Live ID (ending with hotmail.com or
live.com only) or Microsoft Online ID from another tenant to access the environment. Each tenant is
equipped with 50 licenses for providing users access through this method. More licenses can be
purchased. Effectively, this allows organizations to collaborate with external users through an extranet
type of functionality. The price point for adding external users is currently USD1.79.

Although working with this authentication method seems compelling because in basis there are no
licenses costs for less than 50 users, and the license costs for every user above 50 is relatively cheap
compared to the on-premise SharePoint Internet Connector license, using this method adds external
users directly to a site collection. In other words, there is no centralized way to report and control which
external users have access to an environment and, for instance, automatically revoke their access after a
certain period of time.

Alternatively, when granting external users to a SharePoint Online environment, these users could be
created within the Active Directory in order to give them access. Another approach is to add these users
manually in the Microsoft Online Portal and grant them permissions to each Site Collection and allow
them to sign in by using a Microsoft Online ID. Although these methods allow a better control over
external users, these external users must be given a license in the environment.

Permissions

Creating a good structure for permissions is always hard to do. Usage of user accounts, SharePoint
groups and Active Directory groups to set permissions can be very conflicting. SharePoint Online can use
a combination of all three, much like SharePoint 2010 on-premises.

The SharePoint security model allows, with some elevated exceptions, the granting of a permission level
at the site collection root site level; sub site level; list level; folder level; and list item level. The most
common out-of-the-box permission levels include: full control; contribute; and read; and these can be
applied directly applied to users, SharePoint groups or Active Directory groups.

Direct User Permissions Approach

Granting permissions at such a granular level is certainly the quickest way to give access to end users,
but it does come with limitations. Organizations experience this pain when end users change roles
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within an organization, subsequently requiring SharePoint administrators to navigate through and
replace where the source user has been granted permissions with the target user who has replaced
them in that role.

SharePoint Groups Approach

Granting permissions at a SharePoint group level allows you to define membership of created groups at
the root site of the site collection. These groups can then be used throughout the site collection bearing
in mind that if users need to be replaced, it can be done within the SharePoint groups. A key limitation
of SharePoint groups, is that they are created at the root site of the site collection. This means with
multiple site collections, SharePoint groups will be duplicated across and require duplicate management
out of the box.

Active Directory Security Groups Approach

Active Directory security groups are created in the Active Directory and can have Active Directory users
as members. Security groups created in Active Directory can be added to SharePoint Online and used
within the security model. This alleviates the limitation of SharePoint groups, as the Active Directory
groups can be applied across site collection security models and membership manage in one instance.

One potential limitation of the creation of such Active Directory groups and the subsequent
membership is that the SharePoint team often won’t have permissions to Active Directory and will
require change processes with the Active Directory team within the organization. This scenario often
leads to SharePoint administrators falling back onto SharePoint groups for faster turnaround of
membership requests.

Usage of Active Directory security groups in SharePoint Online is only possible if ADFS is used in
conjunction with Directory Synchronization.

A complex factor is that a user who is part of a specific Active Directory Security group might not have a
license to use SharePoint Online. This means the user can actually have permissions to access the group
from a SharePoint Online perspective, but is denied access because of licensing in Office 365.

Creation of a Cohesive End User Experience

When creating a SharePoint Online solution, the user should be the main priority and targeting adoption
metrics from a return on investment perspective is a common measure of success. On creating a
cohesive end user experience, along with the workload complexities mentioned in the previous section,
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the following key areas should be addressed:

Navigation between Site Collections

Only the primary site collection is shown to the end user. End users thus do not have any way of
knowing which site collections they have access to next to the primary site collection. There is no
automated way to show all site collections to end users. Site collections, therefore, must be added
manually to the navigational options.

Graphical User Interface

Because SharePoint Online and SharePoint Server are basically the same product, changes in the
graphical user interface can be shared between both environments. By doing this, you ensure the same
user experience for end users. It is recommended that whatever customizations are done in the Ul
should be deployed via a sandboxed solution to ensure consistency between both environments.

Security Model

As discussed in the aforementioned Permissions section, it is important that end users have a seamless
experience to access content regardless of where it resides. Ensuring that this is consistent across
workloads and clearly communicated to the organization is essential. Many of Office 365’s current
customers choose the ADFS option and Active Directory groups for this exact reason, because the
security model is the same in both on-premise and online environments.

Information Architecture

When looking at incorporating SharePoint Online into your SharePoint strategy, you should consider
your information architecture. Some content, due to its very nature, does not sit well in the cloud.

Service Level Agreements

Microsoft offers a Service Level of 99.9% percent uptime. Next to that they have specific times set for
recovery time objective (RTO) and recovery point objective (RPO). Most organizations will perceive
these Service Levels as more than applicable for their organization. In some situations, however, these
Service Levels are not enough. Some data needs to be in a high available farm, some require a
continuous backup throughout the day made available, and consequently RTO/RPO must be much faster
than what Microsoft offers in their Service Level Agreements.
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Latency and bandwidth

Office 365 is a Cloud Service. Users are connected to the service via the Internet. The end user
experience is highly dependent on the network latency and bandwidth against the SharePoint Online
environment. Users in offices with slow Internet connections or a high latency will have a poor
experience. Before migrating to SharePoint Online or considering activation of services in SharePoint
Online, you should consider measuring the connection speed to the SharePoint Online environment.

In cases where SharePoint Online is crucial for specific business scenarios, using offline tooling like
SharePoint Workspace might provide a solution.

Workloads

SharePoint Online does not provide all feature workloads supported in an on-premises SharePoint
environment. When planning a move into SharePoint Online, the actual workloads to be migrated
should be assessed according to these workloads. In particular, customization dependencies should be
looked after because customization is only supported with sandboxed solutions.

Chronological Move

When moving new sites into SharePoint Online, a strategy could be chosen in which all current sites are
migrated into the cloud. Another strategy could be to not migrate any current sites and only commence
new projects online.

Legal

Some countries and organizations have legal restrictions on where specific data can be hosted.
Normally, these requirements are only applicable for a small part of all data within an organization.
Microsoft’s Data Centers are located throughout the world and logically grouped per continent. The
European data centers, for instance, are located in Dublin and Amsterdam. Although it is to be expected
Microsoft will expand into new regions and markets, currently there are no statements on this
expansion. If data for your organization cannot leave your region or continent, then at this time that
specific data cannot be put in Office 365.

Records Management

SharePoint Online only supports In-Place Records Management. The Record Center at this time is not
supported. Organizations which have a strong need for building solutions utilizing the Record Center
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should either consider waiting with their migration until Microsoft offers the Records Center in
SharePoint Online or should consider continuing with an on-premises deployment of SharePoint for this
solution.

On-Boarding and Off-Boarding of Data

When moving to any software-as-a-service (SaaS) solution, on-boarding and off-boarding of data should
be a matter of attention. When the Office 365 SharePoint 2010 Online instance is first provisioned, there
is no content in the default site collection. IT Administrators will need to make some key decisions on
what types of content will reside in SharePoint. For existing content that must be migrated into
SharePoint, there are multiple approaches, each of which are covered in this section.

Out-of-the-Box Approaches

Microsoft provides a few native options for content migration, such as manual upload of files, electronic
or manual delivery of existing content databases, and writing scripts to help automate the migration.

Manual Upload

Depending on the size of the content being moved into the SharePoint 2010 Online instance, it may be
feasible to upload it manually. Many organizations opt to delegate this task down to individual business
units. When doing so, it is best to provide an outline of the information architecture to ensure any
governance rules and guidelines are followed. Here are some of the manual approaches that can be
used to manually upload content:

Approach Scope Things to Watch
Windows Explorer view via SharePoint Library ~ ® Speed of transmission
WebDAV
e Loss of metadata
Use SharePoint Ul to Upload SharePoint Library ~ ®  Number of files that can be uploaded at
Multiple Documents once is limited to the sum total of bytes

than maximum file upload (50 MB)

e Loss of metadata

SharePoint Workspace Connection SharePoint Sub e Limits on number of items supported by
Site Workspace
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One common issue with these “SharePoint Library” scoped approaches involves metadata preservation.
For example, columns such as “Created By”, “Last Modified Date/Time”, and other columns used to
classify this content are lost. Using SharePoint Workspace helps preserve this metadata, but is still not a

practical choice for a large-scale migration.

FTP Content Databases

For existing SharePoint on-premise instances, another approach is to use File Transfer Protocol (FTP) to
upload Content Databases directly to Microsoft. By providing complete content databases, you ensure
that all content within each site collection is retained with full fidelity. Unfortunately, this is only
available for organizations utilizing the Office 365 Dedicated service. Microsoft guarantees receipt of
completed uploads to be online and operational within 14 business days. There is also a limit on the size
of the content database that can be uploaded using this approach. One obvious business issue here is
that the on-premise content will be changing during these 14 business days. To ensure no loss of data
during this period, you need to mark site collections as read only or identify and synchronize the local
changes to the online instance.

The other major challenge is due to SharePoint 2010 Online limited feature set, content databases from
prior SharePoint versions (i.e. 2003 and 2007) will not be compatible. As of General Availability, there is
no tool enabling organizations produce a report assessing content database compatibility, which means
you may need to upgrade your SharePoint 2003 and SharePoint 2007 farms to SharePoint 2010, which in
itself can be difficult and require rigorous testing. A common scenario is when organizations have used
third-party solutions with no knowledge of what features they are using and whether it will be
compatible with Office 365 until you deploy the content database and view at runtime.

Ship Content Databases on Hard Disk Drive

If Content Databases are larger than the FTP limit, the only other approach is to store Content Databases
on a portable drive and courier them to Microsoft. As with FTP, this is only available to organizations
utilizing the Office 365 Dedicated service. Microsoft guarantees that the contents of the hard drive will
be online within 14 business days (of the hard drive being received by Microsoft). Of course, the same
challenges with synchronizing the latest changes and assessing database compatibility exist when you
mail your content databases.

Manually Script Migration

SharePoint 2010 Online provides various APIs that can be called through development code to automate
migrations such as the Client Object Model API, Web Services APl and Remote PowerShell commands.
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This approach will require extensive skills in .NET development, along with a deep understanding of
SharePoint development and Information Architecture. For most organizations, the cost in developing a
home-grown migration system exceeds the cost to manually migrate or purchase a third-party solution.

When copying documents to SharePoint Online the Creation Date, Modified Date and Author (Created
By and Modified By) are lost as well as all version history. This is because of the limitations of the web
service and the Client Object model.

Third-party Approaches

AvePoint’s Office 365 Migration Tool

DocAve for SharePoint Online supports the migration and publication of content, configuration, and
security from on-premise SharePoint 2010 deployments—Foundation, Standard or Enterprise —to
SharePoint 2010 Online - Standard or Dedicated editions. DocAve takes the staging approach to
migration due to the aforementioned benefits, please refer to the ‘Office 365 SharePoint Online — what
does it mean to my organization as a CIO?’ whitepaper for more details.

If you wish to migrate existing legacy content not currently in SharePoint 2010 into the cloud, DocAve
Migrators can migrate and map appropriate contents into the cloud via the DocAve Software Platform.
Supported platforms include: Previous versions of SharePoint, Exchange Public Folders, File System, EMC
Documentum, Documentum eRoom, Lotus Notes, LiveLink, Oracle Stellent and Vignette.

What needs to be installed?

DocAve Manager and its agents need to be installed on the on-premise SharePoint 2010 farm for
migration to Office 365 Standard. For migration to Office 365 Dedicated, a .wsp solution package can
(optionally) be installed on destination Office 365 servers in order to maintain additional metadata.

Benefits of DocAve include:
e Granular Job Status feedback and logs

e Scheduling - Full and incremental scheduling options allow for platform co-existence during the
course of the migration project

e User mapping - Consolidate existing permissions structures into AD/SharePoint permissions
model with extensive graphical user and domain mapping.

e 24/7 support - From working with more than 8,000 customers worldwide, AvePoint understands
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most migration projects happen outside normal business hours. AvePoint’s live support,
available anywhere at any time, gives you complete flexibility and confidence to execute
migrations on your schedule.

Supported Elements

Supported Elements for SharePoint 2010 Online - Standard and SharePoint 2010 Online - Dedicated:

SharePoint Object SharePoint Online-S SharePoint Online-D

Item \') \')

Modified time for attachments Modified time for attachments

cannot be kept during cannot be kept during
replication. replication.
Document ' v
Checked-out Document (0] (o]

On-premise to Online: Supported  On-premise to Online: Supported

Online to Online: Unsupported Online to Online: Unsupported
List/Library v v
Site/Sub-site \j v
Column ' v
Content Type ' v
Version v v
Public View/All View v v
Navigation \' \'}
Security \' \'}
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Configuration \' v

Feature Status of Site/Web ' v

(Mainly Publishing feature)

Workflow x x
Alert x v
Personal view x x
Slide Library x v
Wiki Page x v
Master page X \'}
Web Part \' v

(build-in web part in SharePoint)

Archived Data ' Vv

V - Supported
X - Not Supported

O - Limited Support (Explanation included)

System Requirements

Although SharePoint Online is a web-based application, the true power is in the integration of
SharePoint Online with desktop products. Some compelling examples are: to save documents directly
from Office programs to a SharePoint Site, connect SharePoint lists and calendars to Outlook, or publish
intelligent forms to SharePoint with InfoPath.
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Operating system requirements

The operating system and browser combinations supported by Office 365 are:
Operating System Supported browsers

e  Windows Internet Explorer 8 and later versions
Windows 7 (32-bit) e Firefox 3 and later versions
e Chrome 6 and later versions

e Internet Explorer 8 and later versions
Windows 7 (64-bit) e Firefox 3 and later versions
e Chrome 6 and later versions

e Internet Explorer 7 and later versions
Windows Vista with Service Pack 2 (32-bit) e Firefox 3 and later versions
e Chrome 6 and later versions

e Internet Explorer 8
Windows Vista with Service Pack 2 (64-bit) e Internet Explorer 7
e  Firefox 5

e Internet Explorer 7 and later versions
Windows XP with Service Pack 3 (32-bit) e Firefox 3 and later versions
e Chrome 6 and later versions

e Internet Explorer 8
Windows XP with Service Pack 2 (64-bit) e Internet Explorer 7
e Firefox 5

e Internet Explorer 8 and later versions
Windows Server 2008 and Windows Server 2008 R2 e Firefox 3 and later versions
e Chrome 6 and later versions

e Firefox 3 and later versions

WIETS OIS S D CIPliEE O /S TS e Safari 4 and later versions

Software requirements

The minimal client software requirements are described below:

Software Supported Version
System software e Microsoft NET Framework 3.0 (for Windows XP)
e Java client 1.4.2 (for Macintosh OS X)*
Office clients e Microsoft Office 2010 or Office 2007 Service Pack 2

e Office 2008 for Mac and Microsoft Entourage® 2008 Web Services Edition
o  Office 2011 for Mac and Outlook 2011 for Mac

e  Microsoft Lync 2010 client

e .NET Framework 2.0 or later
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Software Supported Version

Client applications Office desktop set up

Browser software for e Internet Explorer 7 or later
Microsoft Online Services e  Mozilla Firefox 3.x

Portal o Apple Safari 3.x

Browser software for e Internet Explorer 7 or later
Outlook Web App e Firefox 3 or later

e Safari 3 or later on Macintosh OS X 10.5
e  Chrome 3 and later versions

Outlook Web App also has a "light" version that supports a reduced set of features
across almost any browser

Although Microsoft states these minimum requirements, the services can actually be used from systems
which do not comply with the minimal system requirements. If for instance Office 2003 is used one
cannot upload a document directly to a SharePoint site but must first save it locally. If the document is
then saved to SharePoint Online and opened in the browser the document will automatically be
converted from doc to docx.

Architectural Approaches

There are several common place approaches in the marketplace today of leveraging Office 365 within an
organization. These are presented below, with their requisite pros and cons.

All In

The all-in approach will typically come from the Small Business on the Standard P Plan offering with less
than 50 employees. In most cases, this will be an introduction to SharePoint and Lync, and most likely
only had an Exchange on-premise instance that they migrate over. The all-in approach, at least for
SharePoint Online, might be a good option to consider for organizations currently not using SharePoint
on-premises.
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Microsoft®

a.0Office 365

SharePoint Online Lync Online Exchange Online

ON PREMISE

Figure 1 - All in approach

Pros

Cons
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Single Management - With this approach, all three products can be managed from a single
online management interface which simplifies the day to day operation of the service for your
organization.

Cost-effective means by which to obtain SharePoint, Lync and Exchange - For a small
organization, this is a very cost effective way to purchase SharePoint, Lync and Exchange
compared to the on-premise alternative due to no server licenses and a reasonable per user
subscription charge.

Fast deployment - The benefit of the all-in approach is that the time to deploy these products is
almost immediate after registering for the service and adding your users. There are no
additional costs of purchasing & provisioning infrastructure and installing & configuring
software.

Storage Limitations - As discussed in the Storage Limitation section previously, an instance of
Office 365 will provide 10 GB by default with 500 MB per additional user. Additional storage
may be purchased on a per gigabyte, per month basis. For a small organization, staying under
these storage limits may be possible with diligent manual archiving, but in most organizations
this will require purchasing more storage.

Features Missing - As discussed in the Functional Limitations section previously, there are
various features that are missing in SharePoint 2010 in Office 365 compared to SharePoint 2010
on-premises.



Hybrid Approaches

Much like the path of Office 365’s predecessor BPOS when it was released, we expect many
organizations will first experiment with cloud-based services rather than jumping ‘all in’.

Below are list of common pros and cons across all hybrid approaches:

Pros

Cons

Phased approach - With all hybrid approaches, it means that you can phase in cloud offerings
rather than attempting a big-bang migration to the cloud and powering down on-premise
offerings.

Management of multiple SharePoint environments - With all the hybrid approaches, IT
Administrators will have to manage multiple environments both on-premise and in Office 365.
The approaches to management in each are very different with on-premise leveraging Central
Administration and Office 365’s very limited SharePoint Online Management console.
Collaboration Bandwidth - A common concern of collaborating on large documents stored in the
cloud via a rich client is the bandwidth required to download the document. Office Web Apps
allow end users to view and do minimal editing on documents, but for any rich collaboration
Microsoft Office is required and the full downloaded document needs to be on the end users’
local desktop. The Microsoft Office Upload Center—part of Office 2010—does send saved
document differentials up to Office 365, rather than sending the entire document which assists
with minimizing bandwidth.

Untrusted Approaches

The untrusted approaches do not have any authentication link between the on-premise authentication
provider and the SharePoint Online Microsoft Online ID provider. There are common disadvantages to
these approaches:
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Multiple Authentication - In all untrusted hybrid approaches, end users will have to authenticate
both into the on-premise SharePoint environment, with Active Directory in this example, and
into Office 365 with their online.microsoftonline.com credentials. This is not an ideal end-user
experience.

No Lync presence integration with SharePoint - Due to Lync using Microsoft Online ID
authentication and SharePoint using Active Directory, the presence integration inside



SharePoint will not work. From a business productivity perspective, the ability to click on the
presence icon next to the document author’s name and immediately instant message them is
extremely compelling.

Untrusted Non-SharePoint Hybrid

A common approach is for organizations to outsource Lync and Exchange due to the simplicity of the
migration effort and implementation. We expect this to accelerate the adoption of Lync as many today
utilize other third-party instant messaging solutions due to the high costs associated with an on-premise
installation.

Microsoft®
0.0ffice 365 “lyncOnline - Exchange Online
ON PREMISE Dy stomr . —
*3 Office SharePoint SharePoint 2010
Server 2007 ;

Figure 2 — Untrusted Non-SharePoint Hybrid approach
Pros

e  Full SharePoint feature set on-premise - By running SharePoint 2010 on-premise, organizations
can leverage the entire feature set, depending on whether they purchase Foundation, Standard
or Enterprise.

e Ability to leave services on legacy SharePoint major versions - It is very common for
organizations to have existing SharePoint 2007 farms with custom business applications running
on the platform. Alleviating the pressure of having to upgrade customizations to SharePoint
2010 and leave these running on the existing platform can speed up deployments to SharePoint
2010.
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Untrusted SharePoint Hybrid

Organizations may wish to further experiment with cloud-based services by allowing certain services to
be hosted on SharePoint 2010 Online. The most common service here is collaboration, due to the rich

Microsoft*

£10.0ffice 365 ~SharePoint Online

COLLAB

ON PREMISE B8 5Tfice SharePoint

2.
Server 2007
APPS

collaboration features part of SharePoint 2010 Online.
Figure 3 — Untrusted Hybrid approach

Pros

e Full SharePoint feature set for selected workloads

|

Mol

“LyncOnline . Exchange Online

i

Microsofte

~ SharePoint 2010

Bl APPS
SEARCH  MYSITES

e Ability to leave services on legacy SharePoint installations

Trusted Hybrid approach

The Trusted Hybrid method is similar to the Untrusted Hybrid one, but a trusted federation with the
organizations Active Directory ensures end users requires only one set of credentials.
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Figure 4 — Trusted Hybrid approach

Pros

e Simple authentication

e Full SharePoint feature set

e Ability to leave services on legacy SharePoint major versions

e Full Lync Presence support

e My Sites policies - With a unified authentication. My Sites can be located either on-premises or
in the cloud, and each user's My Site URL is stored in their user profile global to the
environment. This can save on costs where ‘heavy users’ can have larger quota My Sites stored
on-premise where storage is cheaper and ‘lightweight users’ can have smaller quota My Sites
stored in the cloud.

Extranet

Organizations must often collaborate outside of the firewall, presenting many challenges such as
adjusting firewall rules, implementing SSL, optimizing performance with limited bandwidth, identifying
the source of external user authentication, and securing internal content.

Extranet sites are sites in which non-company employees—for instance customers, suppliers or
partners—gain access to a protected website in which information is shared and collaboration takes
place. SharePoint Online has a feature which allows up to 50 external users to access a SharePoint
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Online environment. Currently only Windows Live IDs based on Microsoft domains (like Hotmail.com
and Live.com) are supported. It is expected that Microsoft will review this limitation and allow Windows
Live IDs ending at different domains later on. External Users are granted permissions directly to a site
collection. There is no centralized store in which all external uses are shown which could be a

Microsoft®

10.0ffice 365 > ~ SharePoint Online ‘-
- COLLAB
PUBLICATION
REPLICATION -
ON PREMISE . ~SharePoint200

2

COLLAB

management issue around monitoring security compliance.

Figure 5 — Extranet approach
Pros

e |solate external users from external content
e Qutsource authentication and firewall complexity issues

Cons
e Complexity of Publication / Replication

Matrix Hybrid

With global organizations possessing multiple, regional IT divisions, it will be common to deploy multiple
instances of Office 365.
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Figure 6 — Matrix Hybrid approach
Pros

e Manage billing per division
e More storage capability
e Ability to leave services on legacy SharePoint major versions

e Multiple credentials - This model introduces various issues where, like the Untrusted Hybrid
method in which there are two sets of credentials, there can be considerably more sets of
credentials per user. In the diagram above, there are two different credentials for Office 365
SharePoint Online collaboration environments as well as Active Directory credentials for on-
premise for each End User.

e Dual Authentication & Management
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Identify possible workloads

Identifying which workloads, site collections, web applications and solutions could be moved to the
cloud is the first thing you would need to do. After having created a list of all possible workloads you
should consider creating a migration strategy.

Identify potential risk

From the system requirements detailed above, assess the willingness of the organization to leverage
ADFS and available capabilities of SharePoint Online 2010. It is worth investing some time to identify all
of the risks associated with a hosted service up front and start to have these discussions with key
stakeholders within the organization.

Trial Office 365

Office 365 is available for a 30-day trial period so you can evaluate the service within your organization.
Many organizations will take a small working group to pilot a small, short-term project (2-3 weeks), with
a distinct cut-off time, to measure the benefits and drawbacks of collaborating in SharePoint 2010.
Often this can be enough to get the buy-in you require from the organization.

Conclusion

SharePoint Online will provide a great add-on to most SharePoint deployments. It allows all sorts of new
scenarios that might not have been considered in an on-premise environment. Additionally, due to the
popularity of the cloud, more organizations will want to move workloads into online environments. A
move to the cloud is inevitable in long term, and your choice is whether to be an early, mid or late
adopter.

Although at this point SharePoint Online is a stable and complete offering, there are a number of points
to consider, many of which we covered in this white paper. If your organization currently has an on-
premise SharePoint environment, we urge you to define a clear strategy on a potential migration. If your
organization is not using SharePoint, going online directly might be the best solution for your
organization. Either way, it is essential that you plan before you implement.
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